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ABSTRACT

Ensuring women's safety in public and private
spaces remains a pressing social and
technological challenge. Although numerous
mobile applications offer emergency calling and
location sharing, most of them operate only after
the user manually activates an alert and do not
provide any intelligence to assess the
surrounding risk. This paper presents the
Women Safety Tracker App, an Al-enabled
safety platform that combines real-time GPS
tracking, machine learning-based risk
prediction, and  automated  emergency
communication.

The proposed system evaluates multiple
contextual parameters, including road condition,
traffic  density, crowd level, street-light
availability, time of day, and historical crime
statistics, to estimate the likelihood of danger.
Based on this analysis, the system classifies the
environment into Safe, Moderate Risk, or High
Risk. When a high-risk situation is detected, the
application automatically sends a WhatsApp-
based SOS alert containing the user's live
location to pre-registered emergency contacts.
The application is developed using HTML,
CSS, and JavaScript for the user interface,
Python and Flask for backend services, SQLite
for data management, and Twilio API for alert
delivery. Experimental testing confirms that the
system provides timely alerts, accurate risk
classification, and reliable real-time location
sharing.

The Women Safety Tracker App transforms
conventional emergency tools into an intelligent
and proactive personal safety system capable of
delivering rapid assistance and improving
situational awareness.

Keywords: Women Safety, Machine Learning,
Flask, GPS Tracking, Emergency Alert, Twilio
WhatsApp API, Risk Prediction.

1. INTRODUCTION

Women's safety has emerged as a critical
concern across urban and  semi-urban
environments due to the increasing incidence of
harassment, assault, and other threats.
Conventional approaches such as helpline
numbers and manual phone calls are often
ineffective because victims may be unable to
communicate their location or explain their
situation under stress.

With the widespread adoption of smartphones
and location-based services, mobile technology
has become a practical medium for delivering
immediate assistance. However, most currently
available safety applications are reactive. They
require users to manually press an SOS button
and generally do not analyze contextual factors
to determine whether the user is entering an
unsafe environment.

The Women Safety Tracker App addresses this
limitation by integrating machine learning with
geolocation and automated messaging services.
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The system continuously evaluates The literature indicates that while GPS-based
environmental and crime-related data to predict alerting is common, relatively few applications
risk  levels and initiate  emergency employ machine learning to predict risk
communication when required. By automating proactively. Administrative monitoring,
safety analysis and alert transmission, the environmental analytics, and automated messaging
proposed system reduces response time and through modern channels such as WhatsApp are
increases the probability of timely intervention. also limited.

These observations motivated the development of a
2. OBJECTIVES OF THE PROJECT more comprehensive and intelligent women safety

solution.

The principal objectives of the proposed system are:

1. To develop a secure women safety
application with real-time monitoring 4. EXISTING SYSTEM
capabilities.

2. To capture the user's current location using
GPS services.

3. To store emergency contact details and user
profile information securely.

Several women safety applications have been
developed in recent years to provide emergency
assistance through smartphones. These systems are
generally  implemented as  Android-based

4. To predict safety risk using machine applications using Java or Kotlin, with GPS
learning techniques. services for location tracking and SMS gateways
5. To classify the situation as Safe, Moderate for sending distress messages.

Risk, or High Risk.

6. To automatically trigger an SOS alert when
high risk is detected.

7. Tosend live location alerts through Twilio

Applications such as Safetipin, Himmat, Raksha,
Suraksha, and bSafe allow users to register
emergency contacts and trigger alerts through a

WhatsApp API panic button. When the SOS button is pressed, the
8. To maintain alert history and safety check application  fetches  the user's current GPS
records. coordinates and sends an SMS containing the
9. To provide an administrative dashboard for location  link to selected contacts. Some
monitoring user activity. applications also activate audio recording, siren
10. To build a scalable platform for future alarms, or display nearby police stations.
enhancements.

Most of these systems are built using a three-tier

architecture consisting of a mobile frontend, a
3. LITERATURE SURVEY backend server, and a database. The frontend
provides registration, login, and SOS interfaces.
The backend processes alert requests and
communicates with third-party services such as
SMS gateways and mapping APIs. Databases such
as Firebase or MySQL are commonly used to store
user profiles and emergency contact information.

A number of research efforts have focused on
mobile safety applications for women. Most
existing systems provide basic features such as
SOS activation, GPS-based tracking, and
emergency messaging.

Sankar et al. proposed a mobile application that

transmits live location to emergency contacts For example, Safetipin evaluates neighborhood
during critical situations. Bhandare et al. developed safety using factors such as lighting and public
the Safe Her App, emphasizing usability and live visibility, while Himmat, developed by Delhi
location sharing. Kale et al. introduced the Police, enables users to send alerts directly to law
Suraksha App, which integrates siren alerts and enforcement authorities. Raksha provides one-
helpline support. Menon and Karthikeyan proposed touch activation and supports volume-button
an Al-driven personal safety platform capable of shortcuts to trigger emergency messages.

contextual risk analysis.
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Despite their practical benefits, these systems e Safe (Risk 0) — The surroundings are
exhibit several limitations. Most applications are considered secure.

reac'uv;aI and_ mmatz:] alerts fonIy afterr1 th((ej user « Moderate Risk (Risk 1) — The area
manua y actlvate§ the SO§ eature. They do npt requires caution.

incorporate machine learning models to predict

danger based on environmental conditions or * High RiSK (Risk 2) — Immediate attention
historical crime data. Communication is primarily is required.

dependent on SMS, which may be delayed in low- The predicted result is displayed on the dashboard
network conditions. In addition, many applications along with the current location and time.

lack administrative dashboards for monitoring alert If the risk level is classified as High Risk, the

activity and maintaining system analytics. application automatically activates the SOS Alert

Module. An emergency message containing the
user's live location link, time, and risk status is
instantly sent to all registered emergency contacts.

Another limitation is the absence of automated
decision-making. Existing systems do not assess
contextual factors such as traffic density, road

condition, crowd level, and time of day to In addition to automatic alert generation, the
determine whether the user is in a potentially application also provides a manual SOS button
unsafe environment. Consequently, they are unable that users can press whenever they feel unsafe.

to warn users in advance or initiate alerts The Real-Time Location Tracking feature
automatically. continuously captures GPS coordinates and shares

an accurate map link with emergency contacts,

These shortcomings demonstrate the necessity for a . .
helping them reach the user quickly.

more intelligent and proactive safety application

that combines real-time location tracking, machine The system also maintains a complete alert history
learning-based risk prediction, and automated and safety check records, allowing users and
emergency communication. administrators to review past activities.

An Admin Dashboard is included to monitor
registered users, daily safety checks, and

5. PROPOSED SYSTEM emergency alerts.
The proposed Women Safety Tracker App is an Key Features of the Proposed System
intelligent safety application that not only allows e Secure user registration and login

users to send emergency alerts but also evaluates
the safety of their surroundings in real time. The
system is designed to detect potentially unsafe » Real-time location tracking

situations and provide immediate assistance with e Machine learning-based risk prediction
minimal user intervention.

e Emergency contact management

e Automatic high-risk detection
The application starts with a secure registration

. e  One-touch manual SOS activation
process where the user creates a profile and saves

trusted emergency contacts. These contacts are e Live location sharing through WhatsApp
automatically notified whenever an emergency e Safety check and alert history
occurs.

) . . e  Periodic safety reminders
The core functionality of the system is the Safety

Check feature. When the user performs a safety *  Administrative monitoring dashboard

check, the application analyzes several parameters By combining predictive risk assessment, automatic
such as traffic density, crowd level, road condition, SOS activation, and real-time location sharing, the
street-light availability, time of day, and crime proposed system offers a proactive and reliable
history of the current area. Using these inputs, the approach to enhancing women's safety.

system predicts the risk level and classifies it as:
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6. SYSTEM REQUIREMENTS

6.1 Hardware Requirements

e Intel Core i3 Processor or above

e 4GB RAM or higher

e 500 GB Hard Disk

e  GPS-enabled smartphone

e  Stable Internet Connection

6.2 Software Requirements

e Operating System:
Windows/Linux/Android

e Frontend: HTML, CSS, JavaScript

e Backend: Python, Flask

e Database: SQLite

e APIs: Google Maps API, Twilio
WhatsApp API

e Development Tool: Visual Studio Code

e Libraries: Pandas, Scikit-learn, NumPy

7.SYSTEM ARCHITECTURE

The Women Safety Tracker App is designed using
a modular client-server architecture that ensures
reliable communication, real-time monitoring, and
efficient emergency response. The architecture
consists of several interconnected modules that
work together to perform user authentication,
location tracking, safety analysis, risk prediction,
and automated alert generation. This structured
design improves scalability, maintainability, and
overall system performance while ensuring secure
handling of user and emergency data.

The system architecture mainly consists of the
following components:

e Frontend Module

e Backend Module

e Location Tracking Module
e  Machine Learning Module
e  SOS Alert Module

e Database Module

e  Admin Module

The Frontend Module provides an interactive and
user-friendly interface through which users can
register, log in, add emergency contacts, perform
safety checks, and trigger SOS alerts. It also
displays the predicted risk level, current location,
and alert history. The interface is designed to be
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simple and responsive so that users can access
critical features quickly during emergencies.

The Backend Module manages the core logic of the
application. It processes user requests, retrieves
location data, communicates with the machine
learning model, generates alerts, and stores all
records in the database. It acts as the central
coordinator that connects all system components
and ensures smooth execution of every operation.

The Location Tracking Module captures the user's
real-time GPS coordinates whenever a safety check
is performed or an SOS alert is triggered. It
generates a live Google Maps link, which is
included in the emergency message sent to trusted
contacts.  Accurate location tracking helps
responders reach the user without delay.

The Machine Learning Module is the intelligence
component of the system. It analyzes various
parameters such as traffic density, crowd level,
road condition, street-light availability, time of day,
and historical crime data. Based on these inputs, the
model predicts the user's safety status and classifies
it into one of three categories: Safe, Moderate Risk,
or High Risk. This predictive capability allows the
system to identify potentially dangerous situations
before an incident occurs.

The SOS Alert Module is responsible for sending
emergency notifications. When the user manually
presses the SOS button or when the machine
learning model detects a High Risk situation, this
module generates an alert message containing the
user's name, current time, risk status, and live
location link. The message is then delivered to all
registered emergency contacts.

The Database Module stores all critical
information, including user profiles, emergency
contacts, safety check records, predicted risk levels,
location logs, and alert history. The database
ensures organized data management and allows
both users and administrators to review past
activities when needed.

The Admin  Module enables authorized
administrators to monitor and manage the entire
system.  Through the admin  dashboard,
administrators can view registered users, track
safety checks, examine emergency alerts, and
analyze system usage. This module helps maintain
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transparency and ensures effective monitoring of
application activity.

Overall, the system architecture of the Women
Safety Tracker App provides a secure, intelligent,
and scalable framework for enhancing women's
safety. By integrating real-time location tracking,
machine learning-based risk assessment, and
automated emergency communication, the system
offers a proactive and dependable approach to
personal security.
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Fig 1: System Architecture Diagram

8. DATA FLOW DIAGRAM

The Data Flow Diagram (DFD) represents the
movement of information within the Women
Safety Tracker App. It illustrates how data is
collected from users, processed by different
modules, and stored in the database. The DFD
provides a clear understanding of how registration
details, location data, risk predictions, and
emergency alerts are handled by the system.

The main entities involved in the system are the
User, Admin, Emergency Contacts, Location
Tracking Module, Machine Learning Module,
SOS Alert Module, and Database. Each entity
interacts with the system to perform specific
operations related to user safety and emergency
response.

The data flow begins with the user registration
process. During registration, the user enters
personal details such as name, mobile number,
email address, password, and emergency contact
information. These details are validated and

¢ Emergency Contacts )
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stored securely in the database. Each user is
assigned a unique identifier to maintain
consistency and avoid duplication.

After registration, the user logs into the
application using valid credentials. Once
authenticated, the user gains access to the
dashboard, where features such as Safety Check,
Manual SOS, and Alert History are available.

When the user performs a Safety Check, the
application retrieves the current GPS coordinates
and collects contextual parameters such as traffic
density, crowd level, road condition, street-light
availability, time of day, and historical crime data
for the selected location.

These parameters are forwarded to the Machine
Learning Module, which analyzes the input data
and predicts the safety status of the current
environment. The output is classified into one of
three categories: Safe, Moderate Risk, or High
Risk.

The predicted result is displayed immediately on
the user dashboard and simultaneously stored in
the database along with the timestamp and
location details.

If the predicted result is High Risk, the system
automatically activates the SOS Alert Module.
The user may also manually trigger the SOS
button at any time if they feel unsafe.

The SOS Alert Module generates an emergency
message containing the user's name, current time,
risk level, and live Google Maps location link.
This message is sent to all registered emergency
contacts through WhatsApp. The alert details are
also recorded in the database for future reference.

The Emergency Contacts receive the alert and can
use the live location link to track the user's exact
position and provide immediate assistance.

The Admin Module continuously interacts with
the database to monitor registered users, safety
checks, and alert activities. Administrators can
review historical records, analyze system usage,
and ensure the proper functioning of the
application.

Security is maintained throughout the data flow
process. User credentials, contact information,
location logs, and alert records are stored
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securely, and access to administrative functions is
restricted to authorized users only.

The DFD helps in understanding how information
moves through the Women Safety Tracker App
and how different modules cooperate to provide
proactive safety monitoring and emergency
communication.

Overall, the Data Flow Diagram demonstrates the
complete flow of data from user registration to
risk prediction and emergency alert generation,
ensuring a secure, intelligent, and efficient
women safety system.
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Fig 2: Data Flow Diagram

9. DATABASE DESIGN

The database design is a fundamental component of
the Women Safety Tracker App because it stores
and manages all information related to users,
administrators, emergency  contacts, safety
assessments, and SOS alerts. A well-organized
database ensures efficient data storage, quick
retrieval, and secure handling of sensitive
information such as personal details and location
records. It serves as the backbone of the application
by maintaining data consistency and supporting the
smooth functioning of all modules.

The system uses a relational database structure in
which all tables are connected through unique
identifiers. Proper normalization techniques are
applied to eliminate redundancy and improve
performance. Each registered user is assigned a
unique User ID, which links all associated records
across the database.
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The User Table stores the personal details of each
registered user, including User 1D, name, mobile
number, email address, password, and registration
date. This table is used for authentication and
profile management.

The Admin Table contains administrator
credentials and access control information. Only
authorized administrators can log in to the admin
dashboard to monitor user activity, review safety
checks, and manage emergency alerts.

The Emergency Contact Table stores the names and
mobile numbers of trusted contacts added by users.
Each contact record is associated with a specific
User ID, allowing one user to maintain multiple
emergency contacts.

The Safety Check Table stores the results of every
safety analysis performed by the application. Each
record includes the User ID, location details, traffic
density, crowd level, road condition, street-light
availability, time of day, and the predicted risk
level. This table provides a complete history of all
safety evaluations.

The SOS Alert Table stores information related to
emergency alerts generated by the system. Each
record contains the User ID, alert timestamp,
predicted risk status, live location link, and alert
delivery status. These records help track emergency
incidents and verify that alerts were successfully
sent to emergency contacts.

Security is a major concern in the database design
because the system stores confidential user
information and real-time location data. Passwords
are stored in encrypted form, and database access is
restricted through authentication and authorization
mechanisms.  Only  authorized users and
administrators are permitted to access sensitive
records.

Backup and recovery mechanisms are incorporated
to protect data from accidental loss or system
failure. Regular backups ensure that user profiles,
safety checks, and alert history can be restored
whenever necessary.

The database design also supports future expansion.
Additional tables for voice-based SOS, wearable
device data, police integration, and cloud analytics
can be added without affecting the existing
database structure.

Received: 28-04-2026 | Accepted: 28-05-2026 | Published: 04-06-2026 | www.ijpams.com

IIPAMS)| 123



Overall, the database design of the Women Safety
Tracker App provides a secure, efficient, and
scalable framework for managing all data required
for real-time safety monitoring, risk prediction, and
automated emergency alert generation.
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Fig 3: Database Structure

10. MODULE DESCRIPTION

10.1 User Registration Module

This module allows users to create an account in the
application by entering personal details such as
name, mobile number, email address, and password.
During registration, users can also add trusted
emergency contacts who will receive alerts during
emergencies.

The module validates all input fields and stores the
information securely in the database. It ensures that
each user is registered successfully and can access
the application features after authentication.

10.2 Safety Check Module

The Safety Check Module is the core component of
the system. It collects the user's current location and
analyzes important environmental parameters such as
traffic density, crowd level, road condition, street-
light availability, time of day, and local crime
history.
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Based on these inputs, the module predicts the
current risk level and classifies the situation as Safe,
Moderate Risk, or High Risk.

10.3 SOS Alert Module

This module is responsible for sending emergency
alerts when the user manually activates the SOS
button or when the system detects a High Risk
situation.

The alert message includes the user's live location,
timestamp, and risk status, and is sent instantly to all
registered emergency contacts. The module ensures
rapid communication during critical situations.

10.4 Admin Module

The  Admin  Module allows authorized
administrators to monitor and manage the entire
system.

Administrators can view registered users, review
safety check records, track emergency alerts, and
analyze application activity. This module helps
maintain transparency and ensures the proper
functioning of the system.

Crente Your Account

Fig 4: User Registration Interface

Fig 5: Emergency SOS Alert Page
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11. IMPLEMENTATION

The implementation of the Women Safety Tracker
App is carried out using a combination of web
technologies, machine learning, and location-based
services. The application provides a simple
interface through which users can register, add
emergency contacts, perform safety checks, and
trigger SOS alerts.

The user registration module stores personal details
and trusted emergency contact information securely
in the database. Once registered, users can log in
and access all safety features through the
application dashboard.

During a safety check, the system retrieves the
user's current GPS coordinates and collects
contextual parameters such as traffic density,
crowd level, road condition, street-light
availability, time of day, and crime history of the
selected area. These inputs are processed by the
machine learning model to predict the current risk
level.

If the predicted result is High Risk, or if the user
manually presses the SOS button, the application
generates an emergency alert containing the user's
live location and sends it instantly to all registered
emergency contacts.

The backend server processes user requests,
handles risk prediction, and communicates with the
database to store safety check records and alert
history. Security features such as encrypted
passwords and protected database access are
incorporated to ensure safe handling of user
information.

12. ALGORITHMS USED
12.1 Risk Prediction Algorithm

The Risk Prediction Algorithm is the core component
of the Women Safety Tracker App. It analyzes
various environmental and situational parameters to
determine the safety level of the user's current
location.

The algorithm takes inputs such as traffic density,
crowd level, road condition, street-light availability,
time of day, and historical crime rate. These
parameters are processed using a machine learning
model trained on safety-related data.
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Based on the input values, the model predicts one of
the following risk categories:

1. Safe (Risk 0)

2. Moderate Risk (Risk 1)

3. High Risk (Risk 2)
The predicted result is displayed to the user
immediately after the safety check is performed.

12.2 SOS Alert Trigger Algorithm

The SOS Alert Trigger Algorithm monitors the
output of the risk prediction model.

If the predicted result is High Risk, the system
automatically activates the SOS Alert Module. The
algorithm  generates an emergency message
containing the user's live location, timestamp, and
risk status, and sends it to all registered emergency
contacts.

Users can also manually activate the SOS button at
any time, regardless of the predicted risk level.

This algorithm ensures that emergency alerts are
delivered quickly whenever the system detects a
potentially dangerous situation.

13. RESULTS AND DISCUSSION

The Women Safety Tracker App successfully
improves personal safety by combining real-time risk
prediction, location tracking, and automated
emergency alert generation. Testing results indicate
that the system accurately classifies safety conditions
and sends timely alerts during high-risk situations.

The application successfully predicts the risk level as
Safe, Moderate Risk, or High Risk based on
environmental parameters such as traffic density,
crowd level, road condition, street-light availability,
time of day, and crime history.

When a High Risk situation is detected, the system
automatically generates an SOS alert and sends the
user's live location to all registered emergency
contacts. The manual SOS feature also functions
correctly and allows users to trigger alerts instantly
whenever they feel unsafe.

The real-time location tracking module accurately
captures GPS coordinates and generates valid
Google Maps links. Emergency contacts receive
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these links and can track the user's location without
difficulty.

The admin module successfully monitors registered
users, safety check records, and emergency alert
history. All user activities are stored securely in the
database and can be retrieved efficiently.

Experimental  testing demonstrates that the
application performs reliably under different
scenarios and provides quick response during
emergency situations. The integration of machine
learning significantly enhances the effectiveness of
the system by enabling proactive identification of
potentially unsafe environments.

14. ADVANTAGES OF THE SYSTEM

1. Provides real-time monitoring of the user's
surroundings.

2. Automatically sends SOS alerts during high-
risk situations.

3. Shares live location with trusted emergency
contacts.

4. Reduces response time during emergencies.

Enables administrators to monitor system
activity.

6. Improves personal security and user
confidence.

7. Supports future scalability and feature
expansion.

15. FUTURE ENHANCEMENTS

The Women Safety Tracker App can be enhanced
further by incorporating advanced technologies and
additional safety features.

Future improvements include:

1. Voice-activated SOS commands for hands-
free emergency alert generation.

2. Cloud-based deployment for improved
scalability and data accessibility.

3. Integration with smartwatches and wearable
devices for instant alert triggering.

4. Automatic audio and video recording during
emergency situations.
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5. Al-based safe route recommendation using
real-time environmental analysis.

6. Direct integration with police stations and
emergency response Services.

16. CONCLUSION

The Women Safety Tracker App provides an
intelligent and proactive approach to personal
security by integrating machine learning, real-time
location tracking, and automated emergency
communication.

The system improves women's safety by analyzing
environmental conditions and predicting potential
risk before an incident occurs. Automatic SOS alert
generation and live location sharing enable rapid
response and reduce dependence on manual
intervention during emergencies.

The project demonstrates how machine learning
can be applied to enhance personal safety through
predictive analysis and real-time monitoring.
Experimental results indicate that the system
accurately identifies risk levels and reliably
delivers emergency alerts to trusted contacts.

Overall, the proposed system offers a practical,
dependable, and scalable solution for improving
women's safety and can serve as a strong
foundation for future smart security applications.
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